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nGenius 3900 Series Packet Flow Switch Streamlines Access to Packet-Flow 
Data for Diverse Tools
IT organizations rely on an increasing number of diverse packet-flow analysis tools to enable 
performance management, security, compliance, forensics, and other network monitoring tasks. 
The nGenius® 3900 series packet flow switch transforms access to network traffic and removes the 
barriers to monitoring tool attachment commonly encountered with traditional approaches based 
solely on TAPs and mirror/SPAN ports. Part of the nGenius packet flow switch family, the nGenius 
3900 series packet flow switch streamlines, extends, and scales packet-flow access across the 
enterprise to enhance the scope and efficacy of network monitoring, performance management, and 
security strategies.

By virtue of its intelligent, packet-flow targeting and load-balancing capabilities, the nGenius 3900 
series packet flow switch eliminates unnecessary load on monitoring tools and enables optimal 
performance. Combined with its rich interface support spanning 1, 10, 40, and 100 GbE interfaces 
and high-performance switching, the nGenius 3900 series packet flow switch enables IT organizations 
to extend the usability of 1/10 GbE tools to monitoring flows on 10/40 GbE links. It also protects 
investment in existing monitoring tools and extends their longevity by providing sustained access to 
packet-flows even as IT architects continue to upgrade network link speeds to meet growth needs.

The nGenius 3900 series packet flow switch enables optimization of capital expenditure on the 
monitoring fabric with common interface modules that can be deployed and redeployed across all 
chassis in the nGenius 3900 series packet flow switch. The nGenius 3900 series packet flow switch 
also reduces the operational expense of managing packet-flow access by employing an intelligent 
management platform, nGenius PFS Management software, which dramatically reduces the man-
hours spent by IT on provisioning packet-flow access to the different tools. The platform also enables 
distributed and de-centralized operation by multiple IT groups, thereby eliminating a burden typically 
experienced by the networking group when using traditional access based on TAPs/mirror ports only, 
and raises operational efficiency.

Problems Solved With nGenius 3900 Series Packet Flow Switch 
With packet-flow information being the ultimate source for deriving traffic intelligence, access to such 
information is required by an increasing number of network monitoring, performance management, 
and security systems. As a result, network architects are faced with the problem of contention for 
access to packet-flows. Traditional solutions based solely on network TAPs or mirror/SPAN ports have 
inherent limitations on the number of monitoring tools that can share access to packet-flows, thereby 
creating barriers to tool attachment, and impeding the expansion of these monitoring solutions to 
achieve the much needed visibility and security.

While many strategic network links are on a continuing upgrade path towards higher speeds, like 
10/40/100 GbE, many valuable network monitoring tools continue to operate at 1/10 GbE speeds 
creating an interface type and speed mismatch that cannot be addressed using network TAPs. While 
the use of port mirroring on an existing network switch might resolve the issue, it bears the other 
challenges discussed herein which limits its viability. IT decision makers need a flexible and scalable 
solution to protect investment in existing monitoring tools.

Different monitoring tools require different packet-flow information and with varying degrees of detail 
in order to deliver optimum performance. Traditional approaches based on TAPs or port mirroring 
lack the granular packet-flow targeting and conditioning capabilities needed to assure delivery of the 
right information to the right tool at the right time in order to optimize tool performance and avoid 
exceeding tool capacity limits.
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• Low latency architecture port-to-port and 
across the switch fabric

• Wire-speed Layer 2/3/4 packet filtering, 
aggregation, load balancing and real-time 
source port tagging

• Filtering and traffic conditioning on every 
port at line rate without performance or 
latency impact

• Highly resilient architecture with 
redundant management, hitless failover, 
redundant switch fabric, and hot 
swappable modules

• Large-scale, end-to-end, cross-chassis 
administration and provisioning enabled 
via nGenius PFS Management software

• Integrated with the nGeniusONE™ 
Service Assurance platform for critical 
alarm monitoring, real-time metrics of 
switched traffic, and streamlined switch 
management

Flexible interface configurations spanning 
1, 10, 40 and 100 GbE maximize versatility 
and enable connectivity to diverse network 
links and monitoring tools. Port capacity 
can be scaled by adding interface modules 
to match the growth in attached tools and 
monitored network links at each location. 
Furthermore, software-based port activation 
licensing allows the deployment of a full-
capacity module, but with only a subset of 
the ports active, and later on, incrementally 
activating ports. This enables investment 
optimization through a user-definable 
pay-as-you-grow deployment model that 
can be efficiently matched to both the initial 
deployment requirements and the growth 
rates at each site.

The nGenius 3900 series packet flow switch 
is built to enable the creation of a cost-
effective, scalable, and highly manageable 
network monitoring fabric by virtue of a rich 
set of capabilities including:

• 1- and 3-slot chassis leveraging a 
common interface module

• Scalable switching capacity of up to ~70 
Tbps aggregate capacity provides an 
extensible ready architecture

nGenius 3900 Series Packet  
Flow Switch Capabilities
The nGenius 3900 series packet flow 
switch is built to address the challenges of 
providing targeted packet-flow access to 
diverse monitoring tools while addressing 
diverse deployment requirements and 
optimizing management tool investments. 
The nGenius 3900 series packet flow switch 
mediates access to packet-flows traversing 
strategic network links, and distributes 
traffic to the attached monitoring tools in a 
transparent, selective, and efficient manner.

Built from deployment-proven data center-
class switching technology, the nGenius 
3900 series packet flow switch combines 
the intelligence, flexibility, availability and 
scale to meet the needs of demanding 
network monitoring applications. It delivers 
performance at industry-leading scalability 
up to thousands of ports of 1/10 GbE and 
hundreds of ports of 40 and 100 GbE in a 
single switching fabric. The combination of 
high performance and ultra-low, consistent 
latency assures transparent and reliable 
access to packet-flow data required for 
dependable performance measurement and 
security monitoring.
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Figure 1: nGenius 3900 series packet flow switch transforms network traffic access enabling streamlined, agile introduction of 
tools and expansion of visibility and security strategies.
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Benefits of nGenius 3900 Series 
Packet Flow Switch
• Extends and streamlines packet-flow 

access across the enterprise for enabling 
comprehensive network monitoring, 
performance management, and security 
strategies

• Industry-leading scalability to meet 
the monitoring needs of high-density, 
high-growth locations in data center and 
private/hybrid cloud deployments

• Improves monitoring tool performance 
and avoids overload by sending only the 
right packet-flow information to the right 
tool

• Extends monitoring tool longevity by 
enabling 1 GbE devices to access traffic 
on higher speed 10, 40 and 100 GbE links

• Enhances dependability of performance 
monitoring by delivering high-
performance connectivity with industry-
leading low latency

• Optimizes investment in the monitoring 
fabric via common interface modules and 
a granular pay-as-you-grow deployment 
model

• Reduces the burden of administering 
the monitoring fabric with an intelligent, 
unified provisioning and management 
platform 

• Synergistic integration with the 
nGeniusONE platform streamlines 
monitoring operations 
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